Random number generation is vital for a wide range of applications, including numerical simulation, gambling, and cryptography. However, verifying the randomness of a bit stream generated by a device is exceedingly difficult. Even if a sequence of numbers passes all of the standard statistical tests, it is often impossible to certify the authenticity of the device and rule out the possibility that an adversary has loaded a predetermined sequence into an internal memory. Recently, it has been shown that the non-local correlations between entangled quantum systems can be used to verify the generation of true random numbers [1, 2] . This insight enables the construction of a private random number generator whose output can be verified as random through the violation of a Bell inequality, without requiring any assumptions about the internal mechanisms of the device.
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We demonstrate the operation of a private random number generator using two entangled ytterbium ions separated by a distance of about one meter [1] . The quantum bit (qubit) in each atom is encoded in the magnetic-field-insensitive "clock" states of the . At the beginning of every attempt to establish entanglement between the two distant atomic qubits, each atom is initialized to the state |0⟩ by 1 s of optical pumping [3] (Fig. 1(a) ). Microwave radiation with independently controlled phase and duration at each atom is then applied to prepare both atoms in state (|0⟩ + |1⟩) / √ 2 ( Fig. 1(b) ). Next, a -polarized picosecond pulse of light near 370 nm coherently drives the ground state populations to complementary states in the 2 1/2 excited state, as illustrated in Fig. 1(c) . Each atom then spontaneously decays while emitting a single photon. Considering only -decays (filtering out -decays using polarizers) results in the frequency of the emitted photon being entangled with the atomic qubit ( Fig. 1(d) ). Entanglement between the two distant atoms is accomplished through the interference and coincident detection of these spontaneously emitted photons [4, 5] . After every atomic entanglement event, the measurement basis for each atom is randomly assigned one of two values that allows for observation of a CHSH Bell inequality violation [6, 7] , and is set by coherent microwave rotations prior to readout. The atoms are measured using standard fluorescence techniques with a detection fidelity greater than 97% [3] and perfect efficiency (every event is recorded). The atomic measurement results constitute the output of the random number generator.
The CHSH Bell inequality observable [6] is estimated by the accumulation of 3016 entanglement events, resulting in = 2.414 ± 0.058 > 2 [1] . The violation of the CHSH inequality allows us to place a lower bound on the entropy of the recorded bit stream. The observed value guarantees that 42 private random numbers are generated at a 99% confidence level, irrespective of any detailed assumptions of the device.
The efficiency of the random number generator is limited in the current setup by the low success probability (2×10 −8 ) of the heralded entanglement operation. To improve this, effort is now focused on increasing the photon collection efficiency by incorporating high numerical aperture optics near the atoms, or coupling the light emitted by the atoms to an optical cavity. Advances towards this end may also enable a quantum repeater architecture for long-distance quantum communication, and the generation of large-scale entanglement for universal quantum computation [8] .
